Installing and using an OpenVPN-Client (Tunnelblick) on Mac OS X

Step-by-step

Note: This guide was created using Mac OS X 10.7.3 and Tunnelblick 3.2.3 in early 2012. The IT Group won't give any further advices.

1. Download Tunnelblick from the projects download site:

https://code.google.com/p/tunnelblick/wiki/DownloadsEntry

Browse to the download site with your preferred web-browser and download the tunnelblick-diskimage-file.
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Note: To use Tunnelblick you need access ta a VPN server — your computer is one end of the tunnel and the VPN server is the other end. For
more information, see Getting VPN Service.
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Uploaded by: jkbull...@gamail.com
Released: , 2012

Uploaded:  Jan 26, 2012
Downloads: 40011
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2. Mount disk-image

Mount the downloaded apple-disk-image-file by double-click on it.
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3. Execute the installer

Execute the installer by double-click on the Tunnelblick-icon in the pop-uped window. You get warned because it is a downloaded executable. You can ignore
this warning.
You need administrator privileges to copy needed files to your hard disk. Enter the administrator account details in the following dialog.
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4. Configure client

Installation finishes and you can instruct the installer to execute the client. You once again have to confirm that you want to start a downloaded application.
When the client starts the first time it asks you for several configuration details.

Installation succeeded “Tunnelblick.app” is an application
downloaded from the Internet. Are you
sure you want to open it?

Do you wish to launch Tunnelblick now? Firefox downloaded this file today at 09:36.

Tunnelblick was successfully installed.
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Welcome to Tunnelblick

There are no VPN configurations installed.

Tunnelblick needs one or more installed configurations to connect to a VPN. Configurations are installed
from files that are usually supplied to you by your network manager or VPN service provider. The files must
be installed to be used.

Configuration files have extensions of _thlk, .ovpn, or .conf.

(There may be other files associated with the configuration that have other extensions; ignore them for
now.)

Do you have any configuration files?

| Quit | | 1 DO NOT have configuration files | | | have configuration files |

Which Type of Configuration Do You Have?

There are two types of configuration files:
» Tunnelblick VPN Configurations (.thlk extension)
» DpenWPN Configurations (.ovpn or .conf extension}

Which type of configuration file do have?

| Back | OpenVPN Configuration(s) [ Tunnelblick VPN Configuration(s) ]

Which Type of Configuration Do You Wish to Create?
= With one configuration file at a time, you can create a Tunnelblick VPN Configuration.
» With multiple configuration files, you can place the cenfiguration files (and certificate and key files if you have them)

into Tunnelblick's private configurations folder.
This is the traditional way OpenVPN configurations have been used.

Mote: Tunnelblick VPN Configurations are preferred, because they may be shared, may be started when the computer
starts, and are secured automatically.

|  Back | Open Private Configurations Folder [ Create Tunnelblick VPN Configuration

5. Copy configuration files and finish configuration

Download the zip-archive containing the ovpn-configuration-files from this site: http://www.tf.uni-kiel.de/itg/de/services/vpn/verbindungsprofile . Extract
it and copy the files to the folder opened by the configuration assistant (normally /Users/USER/Library/Application Support/Tunnelblick/Configurations/).
Now back in the configuration-assistant window you can click on "Done". Now the assistant asks if you want to send information of your system and if the
client should update automatically.



Private Configuration Folder is Open

The private configuration folder has been opened in
a Finder window.

Move or copy OpenVPN configuration files and key
and certificate files to the folder.

The new configuration(s) will be available in
Tunnelblick immediately.
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Check for updates automatically?

Should Tunnelblick automatically check for updates? You
can always check for updates manually from the
Tunnelblick menu.

> Include anonymous system profile

| Don't Check | | Check Automatically |

6. Connect to the VPN

Now everything is setup and you can connect to the VPN through the icon in the upper right corner. The first time you use a connection-profile the system
informs you that it has to change permissions. Therefore you need the administrator account informations.

Tunnelblick needs to repair ownership/
. . permissions of the configuration file to secure
it.
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7. Authenticate using your TF-Account

The client asks for your credentials. Enter username and password of your TF-Account.
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8. You are connected!

Hopefully everything went fine and you are connected know. The icon in the upper right corner changed its color.
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e Tunnelblick can be executed using Finder, Applications

8eno (& Applications
<| > (Q
FAVORITES
All My Files o, -
Y i 2 p‘, 3
z 7 @
I_;I Desktop g —
EII Documents Mission Photo Booth.app Preview.app
0 Downloads Cofitrol.app
H Movies
J7 Music [
(@ Pictures
QuickTime Remote Desktop Rossmann Safari.app
ﬁj FrankPaul Player.app Connection.app Fotowelt.app
s = = _
- ] = 5
b= -
Skype.app Sophos Anti- Stickies.app Surf & E-Mail-
Virus.app Stick.app
/ .
P =2 @
System TextEdit.app Thunderbird.app Time Machine.app
Preferences.app
A
__ I
&N
Tunnelblick.app Utilities VLC.app

o Logs can be accessed through the Tunnelblick icon in the upper right corner, VPN Details.
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e The routing table can be printed by openening a Terminal and entering netstat -r.

e You can access the shares of your workgroup-server by opening the "Go"-menu of Finder, selecting "Connect to server" and entering

"smb://workgroupserver.tf.uni-kiel.de" .
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e If you want to connect to a Windows Remote Desktop Server, start the appr. program. The address of the server may be written like
"RemoteDesktopServerName.tf.uni-kiel.de" .
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